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1. [bookmark: _Hlk141962488]Scope of this Policy

Individuals and Organisations Covered

1.1 This process brings together several areas of previously agreed governance and working practices regarding the Use & Maintenance of BYOD used by individuals and organisations with contracted relationships with the UoL.  This includes staff and other parties contracted to deliver service to and for the UoL.

1.2 BYOD is a commonly used acronym (‘Bring Your Own Device’). For the purposes of this process the term refers to Technology not owned by the UoL but used for all and any purposes on behalf of the University of Lincoln to access University data or services.

1.3 For clarity, this process applies to any person who has been allocated a staff IT account. This process does not apply to students or others using a student IT account for their studies. 

1.4 Where an individual has a contracted relationship and is also a student, the individual is expected to comply to this process when using their staff IT account.

Where BYOD should be considered

1.5 A member of staff should be allocated sufficient equipment required to undertake their role by the UoL. If a colleague identifies an additional need or does not believe they have the equipment required to undertake their role, this should be discussed with their line manager. 

1.6 Where a role requires the use of additional technology – either permanently or for a fixed period – the Head of School or Department will be made aware of the costs associated with this, which will need to be assessed against the benefits of allocating a device. 

1.7 Where an individual chooses to use any IT technology not owned by the UoL for their role, this process will apply.

BYOD description

1.8 [bookmark: _Int_6diANg8H]BYOD are defined as personal computing equipment and associated peripherals which were not purchased using by UoL funds. This could be personal funded, funding given directly to a member of staff from a funding body, freebies and gifts from suppliers and from conferences, equipment coming from other institutions when a colleague moves to UoL amongst others.  If you are not sure of ownership, please discuss with your line manager.   Additional guidance can be provided by Finance.

1.9 BYOD includes any Desktop devices, Laptops, Tablets, Smart Phones, Monitors, Headsets, Keyboards/Mice, Connectivity devices, mounts and stands, associated cables/adapters, wireless / network equipment, and external storage devices. Digital Services (DS) will provide clarity if you are unsure. 

University Context

1.10 This Process forms part of a series which provides structure and governance for a range of Technology. 

1.11 The UoL is legally and morally accountable for the data it collects, processes and stores. As the value of data is increasingly understood, and the threats of misusing data continue to become more realistic and severe, it is appropriate that the UoL ensures sensible controls for the protection of its data wherever it is.  Reference should be made to data processing and handling policies. 

1.12 The guiding principle of this process is to ensure UoL data on a BYOD is as secure as it would be on comparable UoL Owned Client Device.

User’s responsibility

1.13 If a user’s role involves processing sensitive or protected data, additional restrictions may apply to their use of BYOD. If a user is unsure whether this restriction applies to them, they should discuss with their line manager or contact DS for guidance and clarification.

1.14 Users are accountable for any UoL data stored, processed, or created on a BYOD. This accountability is set out in the Acceptable Use (of Technology) Policy, and subject to contractual and other People policy controls. 

1.15 UoL approved data storage mechanisms must be used. For most users this will mean the use of Microsoft OneDrive. This will ensure that the data is appropriately protected and available (backed-up). 
[bookmark: _Toc112581973]
2. 

3. [bookmark: _Toc191886914]BYOD Smartphones & Tablets

3.1 This section explains the general principles for the use of any BYOD Smartphone & Tablet to access UoL data.  

This section will be updated regularly as these technologies evolve. 

3.2 All BYOD Smartphones & Tablets will need to comply to UoL IT security requirements before any UoL data can be accessed on the device. The user of any Smartphone or Tablet that does not comply to the UoL’s IT security requirements will not be able to access UoL data on that device.

3.3 The UoL IT security requirements will be included but will not be limited to ensuring appropriate PIN or biometric access controls, and operating system is updated. These IT security requirements may be amended or updated at short notice. Digital Services will always attempt to inform users of any changes prior to them being enforced. 

3.4 Smartphones & Tablets are a convenient way to instantly send messages and emails, to check calendars and to make voice and video calls. We recognise the benefits for staff to have easy access to standard applications such as Microsoft (MS) Outlook and MS Teams on a BYOD Smartphone or Tablets.  

3.5 All MS Office (and related) applications will have Microsoft InTune application protection deployed which ensure the smartphone or tablet complies to the UoL’s IT security requirements. 

3.6 Users will be able to install these applications on their device but will need to ensure their smartphone or tablet complies to the UoL IT security requirements before the will be able to use access any UoL data on the applications.

3.7 Where the smartphone or tablet does not comply, the user will be guided by the application to amend settings to ensure compliance. Further guidance and support are available by contacting the Digital Technologies Service Desk or coming to the Support Hub.

3.8 Use of a Smartphone or Tablet to access UoL data other than with these MS applications will require the device to be fully enrolled in the UoL’s Mobile Device Management (MDM) solution. The MDM is an additional application which will need to be installed on the BYOD Smartphone or Tablet by the user. 

3.9 The MDM will enforce similar controls as the application protection solution. It will have additional controls, which users will be made aware, to allow an UoL authorised administrator to protect UoL data on the BYOD Smartphone or Tablet.  

This will include but may not be limited to the ability to reset lost and stolen devices to factory settings, and view data collected by UoL applications installed on the device.

The UoL administrator will not be able to see browsing history, access a user’s password, check locations, or see photos.

3.10 If a Smartphone or Tablet is required by a user for the role they undertake, and the user does not wish to use their Smartphone or the device can not comply to the UoL’s IT security requirements, the user should discuss this with their Head of School or Department. The Head of School or Department may request that a UoL-owned Smartphone or Tablet is assigned to the user. 
3.11 [bookmark: _Toc112581974]The above statements do not apply where a BYOD Smartphone is solely used to access the Microsoft Authenticator application.

3.12 Further information on all BYOD technology & equipment can be found in the relevant University Technology Asset Management policy, or by contact the Digital Technology Service Desk.
[bookmark: _Toc112581988][bookmark: _Toc191886915]
4. BYOD Laptop & Desktop devices

This section explains the general principles for the use of any BYOD Laptop or PC device to access UoL data. 

4.1 All BYOD Laptop and PC devices will need to comply to UoL IT security requirements before any UoL data can be accessed on the device. The user of any device that does not comply to the UoL’s IT security requirements will not be able to access UoL data on that device. 

4.2 The UoL IT security requirements will be included but will not be limited to ensuring appropriate PIN, passcode, password or biometric access controls, and operating system is updated. These IT security requirements may be amended or updated at short notice. Digital Technology will always attempt to inform users of any changes prior to them being enforced. 

4.3 Use of a BYOD Laptop or PC to access UoL data will require the device to be fully enrolled in the UoL’s Mobile Device Management (MDM) solution. The MDM is an additional application which will need to be installed on the Non-UoL Owned Smartphone by the user.

4.4 If a BYOD Laptop or PC is required by a user for the role they undertake, and the user does not wish to use their device or the device can not comply to the UoL’s IT security requirements, the user should discuss this with their Head of School or Department. The Head of School or Department may request that a UoL-owned Tablet, Laptop or PC is assigned to the user. 

4.5 [bookmark: _Toc112581989]Further information on all UoL-owned IT equipment can be found in the relevant University Technology Asset Management policy, or by contact the Digital Technology Service Desk.


5. [bookmark: _Toc112582002][bookmark: _Toc191886916]Other BYOD Client Devices 

5.1 It is recognised that other BYOD devices may be used. These include printers, wearables (e.g. watches, virtual / augmented reality headsets), printers, drones, robots, and a variety of IoT (Internet of Things) devices.

5.2 The principles laid out in this process, particularly those relating to the processing and storage of data, should be considered.

5.3 Specific guidance will be added to this process as needed.



Page 2 of 2
image1.png
UNIVERSITY OF

LINCOLN




