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KEY FINDINGS

Cyberbullying is perceived globally as
a high priority digital risk to children,
affecting about 10-14% of children
and adolescents. However, it is less
prevalent than traditional bullying
and most research suggests rates are
increasing only slowly.

Cyberbullying is widely viewed as

an extension of traditional bullying;
however, there is no universal definition
of cyberbullying. This lack of consensus
hinders efforts to identify and evaluate
viable solutions for addressing the
challenges posed by cyberbullying.

Empirical studies vary considerably
in respect to methodologies,
designs, terminology used, and
measurement criteria. Prevalence
rates of cyberbullying victimisation
and perpetration vary significantly
according to the typical age of
respondents, the frequency criterion,
and the recall period used.

The variability across studies could be
mitigated if research and policy circles
establish and agree on a universal
definition of cyberbullying. Agreement
on the specific characteristics of
cyberbullying will enable researchers to
ascertain its global scale and facilitate
comparisons across studies. It will also
support researchers to devise policy
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and prevention initiatives and measure
their effectiveness, addressing the
scarcity of research evaluating school-
based anti-bullying programmes.

Widespread inconsistent messaging
around intent suggests that the
experience of harm is a defining feature
of cyberbullying and the primary concern
for schools tasked with implementing
education policy. children and young
people (CYP) often classify cyberbullying
by the perceived offensiveness of

the content and the emotional and
behavioural impact on the victim.

Cyberbullying research needs to
foreground the perspectives, lived
experiences and evolving social
practices of CYP. This will ensure that
their voices are reflected in policy
development, implementation,

and evaluation.

A generally agreed definition of
cyberbullying - formed in consultation
with CYP - will facilitate discussion
between educators and young people
around acceptable online practices and
consequences for harmful behaviours
and peer-to-peer aggression.

CYP want to be involved in finding ways
to promote positive behaviour online
and rate peer-led initiatives as highly
effective in targeting cyberbullying.
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* Online bullying behaviours generally
begin face-to-face before migrating
online. Studies suggest 63-93% of
cyberbullied children and adolescents
have also experienced traditional
bullying. This interrelationship makes
it difficult to measure the negative
effects that are unique to cyberbullying
victimisation and more longitudinal
studies are needed to explore the
specificimpact on CYP.

* Thereis to date a very incomplete
picture of how cyberbullying is
different from traditional bullying
and how bullying behaviours take
shape on different platforms. Studies
have produced mixed results when
comparing impacts such as self-esteem,
depression, and suicidal ideation.

+ Anti-cyberbullying prevention
strategies are likely to be most effective
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when they include approaches to tackle
traditional bullying and address its root
causes. The similar dynamics to bullying
in offline and online contexts indicate
the advantages of integrated anti-
bullying programmes that focus

on online and offline risks and
dynamics simultaneously.

CYP often report a lack of confidence

in the ability of their teachers to handle
cyberbullying complaints, and only

one in three teachers feel equipped to
stop cyberbullying amongst students.
Regular staff training is essential in
schools, and government guidance to
schools should be more comprehensive
and evidence-led.

Further research is needed to develop
new tools and guidelines to help
understand and combat cyberbullying.
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CYBERBULLYING

Cyberbullying is perceived globally as a
high priority digital risk to children’, with 15
of 24 OECD member countries identifying
it as one of the most pressing challenges
facing their education system?. The HBSC
cross-national survey suggests that over 1
in 10 adolescents report being cyberbullied
at least once in the past couple of months
(Inchley et al., 2020) and the EU Kids Online
report suggests 14% of children report
being cyberbullied at least every month
(5%) or a few times in the past year (9%)
(Smahel et al., 2020). However, traditional

bullying remains more prevalent, and most
studies show only small increases in cases
of cyberbullying (Livingstone, Stoilova

and Kelly, 2016; Jadambaa et al., 2019;
Gottschalk, 2022).

The increasing visibility of
cyberbullying incidents may be largely
the result of increased engagement
and proficiency with technology, public
awareness of cyberbullying as a risk
and growing willingness to report
(Livingstone, Stoilova and Kelly, 2016).

' The new Online Safety Act (2023) categorises bullying content as ‘priority content that is harmful to children’. Bullying content is defined as
content targeted against a person which conveys a serious threat, is humiliating or degrading, and forms part of a campaign of mistreatment.

As this review demonstrates, there are significant differences between this definition and those used by cyberbullying researchers and CYP. In
spring 2024, Ofcom intends to publish a consultation on additional protections for children from harmful content, including content that promotes
cyberbullying. This document is expected to give a clearer indication of the responsibilities of social media companies to combat cyberbullying.

2 Results of the 21st Century Children Policy Questionnaire (2018). Respondents were asked to identify which challenges facing their national
system were the most pressing in terms of policy priorities. Cyberbullying was the most highly reported challenge with 20 countries identifying

cyberbullying as a challenge (Burns and Gottschalk, 2019).
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While a considerable volume of research

on cyberbullying exists, there is no general
consensus as to its definition. Cyberbullying
is widely viewed as an extension of

traditional bullying and is sometimes

defined as bullying or wilful harm inflicted
via electronic forms of communication
(Olweus, 2012; Hinduja and Patchin, 2015).

Definitions typically include three

features of traditional bullying: an intent
to cause harm, an imbalance of power

and repetition. However, there is

considerable debate as to whether the
features of traditional bullying adequately
capture the defining characteristics of

cyberbullying. This lack of consensus

hinders efforts to identify and evaluate

viable solutions for addressing the
challenges posed by cyberbullying.

3 Olweus and Limber argue that repetition may need to be understood by the number of individuals reached with a hurtful message or image and

the length of time it remains in cyberspace.
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The importance of the imbalance of
power in an online context remains
highly contested but is thought to be
created through anonymity, superior
technological skills, size of social group
following and the asynchronicity

of contact (Smith, del Barrio and
Tokunaga, 2013). Similarly, it remains
debatable whether repetition is a
relevant criterion for online bullying
as repeated perpetration may be
superfluous in a digital context. A
single post or image can be shared and
engaged with by participants other
than the initial perpetrator and do not
rely on the ‘repetition’ of the initial
offence. Therefore, while the primary
characteristics of traditional bullying
can be applied to cyberbullying, they
manifest in different ways and need to
be interpreted more broadly to ensure
relevance in an online context3.
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THE CHALLENGES TO DEFINING AND IMPLEMENTING
MEASURES FOR CYBERBULLYING

Researchers have highlighted the
challenges in defining cyberbullying and
developing a measure that fully accounts
for all three criteria (Patchin and Hinduja,
2015). Intent, for instance, can often only
be established from the perspective of the
perpetrator. Cyberbullying researchers
often measure prevalence through a
catalogue of behaviours considered to
constitute acts of cyberbullying. However,
measuring prevalence based on behaviours
rather than definitions runs the risk of
studies being less directly comparable

or under or over-estimating prevalence,
often by integrating other forms of online
harassment. One 2009 study found

that 18% of 12-18-year-olds admitted to
having been actively or passively involved
in cyberbullying, while 52.5% admitted

to engaging in behaviours commonly
associated with cyberbullying (Vandebosch
and Cleemput, 2009).

Empirical studies also demonstrate
significant variation in respect to

methodologies, designs, terminology

used, and measurement criteria (Olweus
and Limber, 2018; Gottschalk, 2022).

Rates of cyberbullying victimisation and
perpetration vary considerably according to
the recall period over which cyberbullying
was reported, such as the past month,
academic year, or lifetime*.

In a scoping review of 42 studies
examining cyberbullying occurrence
within the last year, reported
victimisation rates ranged from 1.0 to
61.1%, and perpetration rates ranged
from 3 to 39% (Brochado, Soares and

Fraga, 2016). However, among 49 studies

assessing cyberbullying prevalence
within the last six months, reported
prevalence varied from 1.6% to 56.9% and
perpetration varied from 1.9% to 79.3%
(Brochado, Soares and Fraga, 2016).

“For instance, the 10-to 15-year-olds’ Crime Survey for England and Wales (CSEW) derives its estimates from ‘at least one type of online
bullying behaviour’in the previous 12 months (ONS, 2020). In interviews with children and parents on their media use and attitudes, Ofcom
(2022) asked children if ‘'someone had been nasty or hurtful to them at some point’, which the report refers to as ‘bullying’. However, in
another UK study, a cyberbullying victim is defined as someone targeted by bullying behaviours four or more times within the last six months

(Wolke, Lee and Guy, 2017).
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Estimates of cyberbullying prevalence
also vary according to the typical age

of respondents (ages 11-16, 13-25 etc.)
and the frequency criterion (once ever,
at least twice monthly etc). This makes
meta-analyses and comparisons across
studies unreliable and further contributes
to significant variation in reported
prevalence rates across individual
studies. This variability reflects the acute
challenges in defining cyberbullying in

a way that it is measurable, and which
accurately represents the evolving risks
faced by children.

The lack of a universally agreed
definition of cyberbullying often
translates into inconsistent messaging
regarding anti-bullying measures.

Anti-bullying organisations adhere to
common definitions of cyberbullying,
characterising it as an intentional or
deliberate act. However, the classroom
resources they endorse suggest that
bullying can be accidental and typically
focus on reducing the risk of perceived

cyberbullying®. For instance, the

theme of Anti-Bullying week for 2023

- a national initiative from the Anti-
bullying Alliance - was ‘Make a Noise
about Bullying". Classroom resources
were targeted towards bystanders

and potential perpetrators, with the
primary objective to educate children
on the difference between bullying and
banter. The suggested lessons focus on
preventing unintended harm arising from
miscommunication and prioritise the
harm perceived by the target over any
harm intended by the perpetrator.

Inconsistent messaging regarding intent
is similarly prevalent in school anti-
bullying policies within the UK®.

This suggests that the experience

of harm is a defining feature of
cyberbullying and the primary concern
for schools tasked with implementing
education policy. It indicates the
limitations of defining cyberbullying
through intent and consequently a gap
between current research and practice.

5Childnet defines cyberbullying as ‘any behaviour that uses technology and devices to deliberately target or upset someone’, but later claims ‘some

bullying can be unintentional but this does not make it okay’.

A brief survey of online secondary school bullying policies brings up hundreds of results in London alone that refer to ‘unintentional’
cyberbullying. For example, the City of London Bullying Policy defines bullying as intentional but later say it can be banter that hurts the victim

with no harm intended (City of London, 2023).
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GAP BETWEEN RESEARCH AND EXPERIENCES OF CHILDREN

The components of intentionality,
repetition and power imbalance often
don’t coincide with how children and
adolescents perceive cyberbullying. While
repetition and harmful intentions are
frequently considered clear indicators of
cyberbullying, children and young people
(CYP) often view cyberbullying as either
intentional or unintentional. Focus groups
with CYP have found that participants
classified cyberbullying by the perceived
offensiveness of the content and the
emotional and behavioural impact on the
victim (Nocentini et. al., 2010; Baldasare
et al., 2012). Similarly, focus groups with
university students revealed that the
recipient’s interpretation of a message
was perceived as the determining factor in
classifying an act as cyberbullying, taking
precedence over the sender’s intention
(Baldasare et al., 2012).

This could be attributed to the ease
with which intent to cause harm can be

misconstrued online due to the absence
of non-verbal and verbal clues, as well

as the lack of social-emotional cues.

This ambiguity means that children and
adolescents are often uncertain whether
harm is intended, impeding their ability
to recognise, challenge or withdraw from
aggressive online behaviours (Patterson,
Allan and Cross, 2016).

Participants also expressed the
potential for some cyberbullying
interactions to occur between friends,
thus complicating the significance of
an unequal power relationship.

Not only do young people struggle to
define cyberbullying, but they are less
likely to recognise it as such (Young Minds
and the Children’s Society, 2018). CYP
groups are more likely to minimise hostile
interactions online as ‘drama’ and often
recognise only the most extreme cases
(Marwick and Boyd 2014; Gottschalk,

"These results echo the findings of an earlier study on traditional bullying, which found that when pupils are asked to define bullying, only 1.7%
include the criterion of intentionality, 6% refer to the repetition of the aggressive behaviour, 26% point to inequality of power, while nearly all (92%)
highlight the negative actions directed towards victims (Vaillancourt et al., 2008).
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2022). Recent figures from the Office for
National Statistics suggests that more than
half of children aged 10 to 15 years who
experienced at least one type of online
bullying behaviour (according to ONS
definitions) would not themselves describe
these behaviours as bullying (ONS, 2020).

Perceptions of cyberbullying are

influenced by peer norms, school climate
and previous exposure to cyberbullying
incidents. 75% of CYP with no experience of
cyberbullying considered the encouraging
of bullying behaviours to be itself a

form of cyberbullying, but only 16% of

CYP who had directly experienced such
bullying agreed (Young Minds and the
Children’s Society, 2018). Similarly, CYP
with no experience of cyberbullying

were nearly twelve times more likely to
identify the filming and sharing of videos
depicting emotional or physical abuse

to be cyberbullying than those who had
actual experience of cyberbullying (Young
Minds and the Children’s Society, 2018).
This significant disparity suggests that
exposure to cyberbullying normalises
harmful behaviours, impairing the ability to
recognise them and seek help.

CYBERBULLYING REPORT 2025
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RESEARCH GAPS AND FURTHER RESEARCH:
NEED FOR A UNIVERSAL DEFINITION

The substantial variation in estimates important to differentiate between online

regarding the current prevalence of bullying and other harmful peer-to-peer
cyberbullying further emphasises the behaviours such as cyberaggression,
importance of a generally agreed-upon cyberharassment, threat, outing or trolling
definition. This is in line with the OECD

recommendation that research and

using digital devices and platforms.
Agreement on the specific characteristics
policy circles establish and agree on g pectt St
a standard definition of cyberbullying
(Gottschalk, 2022).

of cyberbullying will support researchers
to devise policy and prevention initiatives
and measure their effectiveness. There is
a significant lack of research monitoring
the efficacy of school-based anti-bullying
programmes aimed at preventing

Clearly defining the parameters of

cyberbullying is important to ensure or reducing perpetration. Education

policy recommendations need to build

cyberbullying does not become a catch-all

term for all negative interactions online in stakeholder voice by providing local
(Smith, del Barrio and Tokunaga, 2013;

Canty, 2016).

insights on which intervention and
programme initiatives are most successful
and for whom. A universal definition of

cyberbullying will also allow researchers to

ascertain the global scale of the problem

Some researchers suggest it is becoming and support cross-national comparisons. It

increasingly difficult to differentiate will also facilitate international agreements

between cyberbullying and other forms of and research, such as the European

online aggression (Livingstone, 2016). To
facilitate comparison across studies, it is

strateqgy for a Better Internet for Kids and
EU Kids Online.
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CYBERBULLYING RESEARCH NEEDS TO BE CHILD-CENTRED
A consensus as to the definition of guidance does not reflect the desires of
cyberbullying will facilitate discussion young people to be involved in the design,
between educators and young people implementation, and evaluation processes
around acceptable online practices and of the school’s anti-bullying approaché.
consequences for peer-to-peer aggression.
Researchers and young people often

disagree on what comprises ordinary

behaviour online and what constitutes a

Child-centred and child-led research is
particularly important as cyberbullying is an

harmful interaction. This only reiterates evolving problem occurring on online channels

and platforms experiencing rapid growth and

the importance of adopting a child-
centred approach that foregrounds the involving actors of increasing digital literacy.

perspectives and social practices of CYP.

Placing the lived experiences and needs of
young people at the heart of cyberbullying
research will ensure that their voices

As online engagement increases, exposure
to cyber risk in all forms also increases.

are reflected in policy development, Research demonstrates the challenges of

implementation, and evaluation. studying a moving target and building on
an evidence base that quickly becomes
outdated (Burns and Gottschalk, 2019).

Although cyberbullying is increasingly

Studies have shown positive results
when children are partnered with as co-
designers of prevention and intervention
programmes (Asktorab and Vitak, 2016). linked to social media, recent studies
often formulate hypotheses and support

their findings using data generated when

Numerous studies have identified that

CYP want to be involved in finding ways

to promote positive behaviour online and mainstream social media platforms were

rate peer-led initiatives as highly effective in their infancy or user numbers were

in targeting cyberbullying (Children’s low. This highlights the importance of

Commissioner for Wales, 2019). This ongoing research conducted alongside

CYP to develop measures of cyberbullying
that reflect its evolving characteristics®.

finding needs to be reflected in advice to
the education sector. DfE advice (2017)

on preventing and tackling bullying With increasing opportunities for user

indicates that successful schools involve
pupils who understand the roles they can
play in bullying prevention. However, the

engagement and content creation online,
there is rich potential for peer aggression to
manifest into new forms not yet measured
by behaviour-based empirical studies.

8This is also absent from the most recent DfE guidance on Keeping children safe in education: Statutory guidance for schools and colleges (2023).

9According to the Ipsos global survey for 2018, 69% of parents who knew a child who experienced cyberbullying claimed the bullying occurred

through social networks (Newall, 2018).
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RELATIONSHIP WITH TRADITIONAL BULLYING

REQUIRES FURTHER RESEARCH

Studies have shown that online bullying
behaviours generally begin face to face

before migrating online (Wolke, Lee and
Guy, 2017; Children’s Commissioner for

Wales, 2019).

One study of 2745 UK secondary school
pupils aged 11-16 found that 29%
reported being bullied, but only 4% of
victims had been bullied online only
(Wolke, Lee and Guy, 2017).

Similarly, a larger study of 28,104 students
in the US found that 23% reported being
bullied in at least one way, with 4.6% having
experienced cyberbullying only (Waasdorp
and Bradshaw, 2015). One recent meta-
analysis reported that 63% of cyberbullied
children and youth ages 8 to 20 had also
experienced traditional bullying (Li et al.,
2022), while other studies put this figure as
high as 85% (Juvonen and Gross, 2008) and
93% of cyberbullied adolescents (Olweus,
2012; Hase et al., 2015).

CYBERBULLYING REPORT 2025

This interrelationship makes it difficult

to measure the negative effects that are
unique to cyberbullying victimisation and
more longitudinal studies are needed to
explore the specific impact on CYP. There
is to date a very incomplete picture of how
cyberbullying is different from traditional
bullying and how bullying behaviours
take shape on different platforms. Studies
have produced mixed results when
comparing impacts such as self-esteem,
depression, and suicidal ideation. After
controlling for both traditional bullying
and cyberbullying, Hase et al. (2015) found
that traditional bullying was associated
with negative psychological outcomes,
while cyberbullying did not predict
negative mental health outcomes. Other
studies suggest that the psychological and
academic outcomes of cyberbullying are
comparable to other forms of traditional
bullying such as direct and relational
bullying (Kowalski and Limber, 2013;
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Wolke, Lee and Guy, 2017). One 2013
study found a strong correlation between
cyber-victimisation and depression, while
traditional victimisation had a stronger
correlation with anxiety and health
problems (Kowalski and Limber, 2013).

Other researchers have suggested
cyberbullying is more harmful than
traditional bullying and leads to higher
levels of anxiety, depression, psychological
distress, and suicidality. A recent meta-
analysis found a greater risk of suicidal
ideation, suicide attempts and self-harm
with cyberbullying victimisation than
with traditional bullying (Li et al., 2022).
Likewise, in a study conducted in 2018,

it was discovered that the likelihood

of engaging in self-harm was at least
twofold higher in cases of traditional
bullying victimisation, while instances

of cyberbullying victimisation were
associated with a minimum threefold
increase in the odds of self-harm (Heerde
and Hemphill, 2018).

Many studies have found that negative effects
such as behavioural difficulties, suicidal
ideation, depression, and low self-esteem are
compounded and substantially increased when

victims are bullied through multiple means
(Cross et al., 2015; Wolke, Lee and Guy, 2017; Li
et al, 2022).

One study found that adolescents who
experienced both traditional bullying and
cyberbullying were more than 11 times
as likely to attempt suicide than those
who had not been bullied (Hinduja and
Patchin, 2019). However, more research is
necessary, as it has also been suggested
that the addition of cyberbullying does
not significantly impact self-esteem

in adolescents already subjected to
traditional bullying (Olweus, 2012).

0The researchers noted the dearth of literature examining the link between cyberbullying perpetration and self-harm in adolescents (Heerde and

Hemphill, 2018).
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RECOMMENDATIONS

Evidence suggests that anti-cyberbullying  (12%) (Newall, 2018). Online coping

intervention and prevention strategies strategies (such as reporting harmful
are likely to be most effective when content and blocking specific users)
they include approaches to prevent and should be provided in conjunction with
tackle traditional bullying and address offline strategies for promoting positive
its root causes (Wolke, Lee and Guy, peer relationships and the development
2017). For instance, promoting digital of social and emotional skills.

citizenship, encouraging respectful and
tolerant online behaviour, and fostering

online resilience can be part of a broader Recommended coping strategies are most
strategy that involves cultivating a school effective when grounded in the social
climate that is hostile to bullying in all dynamics and concerns of young people.

forms (Jones and Mitchell, 2016; Rosen,
2017; Burns and Gottschalk, 2019). In a
recent review of youth internet safety

Studies suggest that CYP often
know which coping mechanisms are

programmes, Finkelhor and colleagues

recommended that bullying prevention
recommended and feel comfortable
programmes are adapted to encompass , ] , ,
) ) . using reporting and blocking functions
online bullying, emphasising the need
) on strangers and anonymous aggressors
for integrated programmes that focus ] o
. . . . (Children’s Commissioner for Wales,
on offline and online risks and dynamics )
) i 2019). However, with known contacts
simultaneously (Finkelhor et al., 2021). ) )
. e , children are less likely to use these and
This is partly due to the similar dynamics

other active coping mechanisms because
to bullying in both offline and online ping

they ‘want[] to know what was being said
about them’ (Gill, Monk and Day, 2022,

p. 29). Widely reported socio-emotional
School-based anti-cyberbullying lessons barriers to recommended behaviours
should also address the relational should therefore be addressed.

contexts and the scarcity of evidence on
the efficacy of online safety programmes.

complexities that result when the
L Research suggests that the lack of
perpetrator and victim belong to the ) o
, established rules, authority figures,
same social sphere. In a global survey ) ]
o and online and offline consequences
by Ipsos, Great Britain reported the i } )
i o ) for abusive behaviour online can
highest incidences of cyberbullying by ] )
discourage CYP from assuming personal
classmates (74%) and the lowest numbers s
. ) responsibility. The OECD recommends
of cyberbullying from either an unknown . i )
schools introduce online ethics
young person (17%) or unknown adult
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training into the curriculum (Burns and
Gottschalk, 2019). There is a growing
evidence base to suggest that teaching
ethical behaviour online can encourage
young people to engage responsibly
with their peers and build supportive
communities online.

Guidance provided to schools on
cyberbullying must provide clear advice
on how face-to-face and online bullying
work together and encourage schools to
offer regular training to staff.

As cyberbullying extends bullying behind
closed doors into young peoples’ homes,
teachers are often unsure where their
responsibility ends. A 2021 survey of

4336 secondary school teachers in the
UK found only one in three felt equipped
to stop cyberbullying amongst students
(Casebourne and Early Intervention
Foundation, 2021). This lack of
confidence is not unnoticed by CYP who
report that teachers have insufficient
knowledge of the platforms they use,
the experiences they face and deal with
cyberbullying complaints in inadequate
and unsatisfactory ways (Children’s
Commissioner for Wales, 2019).

Further research, co-produced with and
for CYP groups, is needed to develop new
tools and guidelines for teachers, parents,
carers, and friends to better understand
and help tackle cyberbullying.

" DfE advice (2017) on preventing and tackling bullying contains only brief guidance on cyberbullying and is sorely in need of updating. Although it
refers to advice by specialist organisations, it is replete with broken links and references to now-inactive organisations.
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