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Executive Summary

To inform cyber security policy, risk management and quantification, it is vital to have appropriate
methods to measure the cost of a cyber incident. However, there is currently no internationally agreed-
upon way to model the cost of a cybersecurity incident. In this report, we explore options for identifying
a standard model for costing cyber incidents. In doing so, we overview existing approaches for
assessing the cost of incidents and consider the pros and cons of quantifying incidents before outlining
recommendations on the use of standardised approaches for costing cyber security incidents.

OUR KEY FINDINGS

1. There exist evidence-based taxonomies of cyber harms that provide a good framework for
estimating the cost of a cyber incident. Such taxonomies cover a wide range of costs, including
psychological and societal harms.

2. There are well-established methods to estimate the costs of a cyber incident, using a Value at Risk
approach (VaR). It is not clear, however, to what extent such methods currently capture all of the
harms from an incident or take into account opportunity costs and attributable costs.

3. Building on existing approaches, particularly in terms of costing intangible loss, we believe it is
feasible to develop a standard model of costing a cyber incident that would be applicable to most
organisations and types of cyber incidents.

RISCS Cyber Risk Quantification Research Project: Standard Model for Costing Cyber Security Incidents
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Our key recommendations for a standard model of costing a cyber incident can be summarised:

1. Astandard model needs to take into account the desired output of the user. For instance, the needs
of a business or insurer in costing an incident may be very different to those of a government
department or regulator. The scope of the costing exercise should be clear, e.g., whether social or
spillover costs are included.

2. The model needs to take account of intangible as well as tangible costs, e.g., psychological costs to
staff impacted by the incident and loss of reputation to the firm. Various economic approaches exist
to quantify intangibles, e.qg., using loss of productivity and/or loss of staff time due to sickness as
measures of psychological impact.

3. The model should be clear and transparent in the assumptions used to cost the incident, e.g.,
discount rate, calculation of downtime and calculation of staff time, as well as methods, e.g.,
accounting versus economic cost. The model should be flexible to allow for different underlying
assumptions, e.g., estimating the cost of the incident for different values of the discount rate.

4. The model needs to recognise the long-run costs of a cyber incident. The long-run costs of an
incident (e.g., reputation loss) are difficult to quantify in the short run. The model needs, therefore,
to allow for updates over time as new information becomes available.

5. The model should provide clear guidance on how to calculate the cost and, crucially, outline
the data required to input into the calculation exercise. The organisation should perform mock
exercises to verify that it would be in a position to capture the data required to calculate the cost
of an attack. An evaluation of costs needs input from across the organisation, including IT, finance,
HR, and senior management.

6. Acyberincident can have ‘benefits’ for an organisation, particularly in terms of ‘learning from
experience’. However, these benefits should typically not be included in the costing of the cyber
incident. Instead, the notion of opportunity cost should be invoked with a focus on attributable
costs and whether the organisation could have ‘learnt from experience’ without the attack. In most
instances, there are resources and information that could have enabled the organisation to improve
its cyber security and would have been less costly than a cyber-attack.

7. The model should reflect the resources and capabilities of the organisation to perform the exercise.
For example, a small business will have less capability to perform a complex costing exercise.
Crucially, the model should not seek simplification by narrowing scope because intangible losses
(e.g., psychological stress) are particularly relevant for small organisations. Instead, the model
needs to provide sufficient guidance and support to be simple to implement.

RISCS Cyber Risk Quantification Research Project: Standard Model for Costing Cyber Security Incidents
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List of Abbreviations

AHP Analytical Hierarchical Process

AIR Applied Insurance Research

CVaR Cyber Value at Risk

DDoS Distributed Denial-of-Service

FAIR Factor Analysis of Information Risk

MCDM Multi-Criteria Decision Making

NIST National Institute of Standards and Technology
RCVaR Real Cyber Value at Risk

RMS Risk Management Solutions

VaR Value at Risk

VERIS Vocabulary for Event Recording and Incident Sharing
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Introduction

Cyber attacks, such as ransomware, can have a massive impact on organisations and society. As a case in
point, consider the ransomware attack on Hackney Council in October 2020, which impacted a wide range
of public services for many months (Pattnaik 2023). To inform cyber security policy, risk management, and
quantification, it is vital to have appropriate methods to measure the cost of such incidents (Anderson

et al. 2013). It is, however, a highly complex task to estimate the costs of an attack. While the costs of
employing consultants or investing in new assets may be readily quantifiable, the psychological costs

to staff, loss in productivity, and the costs incurred from delayed access to services are much harder

to quantify. A figure of £12 million was widely used by the media as the cost of the attack on Hackney
Council, based on the Council’s accounts for 2021-2022, but it is not transparent how this number was
attained or how accurate it is.

In this report, we explore options for identifying a standard model for costing cyber incidents. Ideally,
this standard model would provide a transparent method for organisations to cost cyber incidents and
provide an accurate estimate of cost to inform policy. We first briefly overview the wide range of harms
that can result from a cyber incident and discuss the importance of measuring opportunity cost. Next,
we overview existing approaches for assessing the cost of incidents before considering the pros and cons
of quantifying incidents. We finish by outlining a series of recommendations on the use of standardised
approaches for costing cyber security incidents.

RISCS Cyber Risk Quantification Research Project: Standard Model for Costing Cyber Security Incidents
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Categorising the Costs (and Benefits)
of a Cyber Incident

In this section we will briefly overview the types of costs that can arise in a cyber incident and how

the costs associated with an incident can be evaluated. Agrafiotis et al. (2018) provide a taxonomy of
cyber harms. We take the approach in this report that an estimated financial cost can, in principle, be
calculated for any harm that results from a cyber incident. In other words, harms resulting from an
incident that are not initially financial in nature, such as psychological harm suffered by employees, can
ultimately be translated into financial costs for the firm. Agrafiotis et al. (2018) distinguish the following
five harm types (see also MacColl et al. 2024):

*  Physical or Digital Harm: Costs incurred from e.g. damage, destruction, theft, modification,
corruption of assets. For instance, systems or data encrypted, data exfiltrated, IT infrastructure not
functioning, and backups being corrupted or destroyed.

¢ Economic Harm: Costs incurred from disruption of operations, regulatory fines, investigation and
PR costs. It also includes any financial consequences in terms of e.g. customer loyalty, reduced
investment, loss of employment, loss of intellectual property, and increase in insurance premiums.

*  Psychological and Physical Harm: Psychological costs incurred from, e.g., panic, anxiety,
depression, guilt, anger, and negative changes in perception. Physical costs incurred from
exhaustion, sleep deprivation, burnout and serious illness.

*  Reputational Harm: Costs incurred from, e.g., damaged public perception, reduced corporate
goodwill, negative impact on relationships with clients, suppliers, and regulators, and reduced
business opportunities. It also includes loss of staff and difficulty in recruiting new staff.

¢ Social and Societal Harm: Costs incurred from services in society not functioning as expected as
negative changes in public perception. Also costs from strained relationships and family life.

As this taxonomy makes clear, there are many and varied ways in which a cyber incident can impact
the organisation, its employees and society. A recent report by RUSI (MacColl et al. 2024) further
distinguished between those directly and indirectly impacted by an incident:

*  First Order Harms: Those directly incurred by the organisation (and its employees).
*  Second Order Harms: Those indirectly impacted, such as clients and suppliers.
¢ Third Order Harms: capture the wider impact on society and the economy.

Another important factor to consider is time and a distinction between short, medium and long-run
costs. In particular, Agrafiotis et al. (2018) highlight how a cyber incident will typically follow a sequence
of events where costs are incurred. For instance, data exfiltration may lead to a ransom payment and/
or a leak of data. The leak of data may subsequently lead to loss of reputation and loss of clients,

which then has impacts on investment and profit. Decisions made at the start of a cyber incident will,
therefore, impact the costs incurred as a result of the incident (Cartwright et al. 2023).

RISCS Cyber Risk Quantification Research Project: Standard Model for Costing Cyber Security Incidents 07
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Figure 1: Schematic of a hypothetical impact of a cyber incident on an organisation

In evaluating the costs of a cyber incident, and the dynamic flow of costs, we would argue that it is
important to take account of opportunity cost and evaluate costs relative to what could/would have
happened without the attack. To illustrate, consider the hypothetical example in Figure 1 of the impact of
a cyber incident on the services provided to clients by an organisation. Actual provision (see the ‘Actual’
line in Figure 1) declines as a consequence of the incident and then recovers over time to its former level.
In measuring the cost of this decline, one crucial thing to consider is what would have happened without
the incident. In Figure 1, we provide one scenario. Forecast A corresponds to a scenario in which there
was predicted to be strong growth in service provision without the cyber incident. Actual provision is
well below what would have been forecasted without the incident and the costs of the incident should
take account of this loss relative to the forecast. Measured against the latest pre-incident level of service
provision, this incident would instead appear neutral in terms of its long-term impact; an understatement
of its true harms. It is also important to consider the cumulative damages arising from this incident,

that is, the total loss comparing Forecast A and Actual post-incident, rather than simply comparing the
difference at any one pointin time.

RISCS Cyber Risk Quantification Research Project: Standard Model for Costing Cyber Security Incidents 08
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Figure 2: Schematic of a hypothetical impact of a cyber incident on an organisation

In Figure 2, we provide an alternative scenario. In this case, there is a negative shock that hits the
economy after the cyber incident (e.g., COVID-19 or the Ukraine war), which negatively impacts the wider
economy. Forecast B provides an interesting case in which service provision was forecasted to fall without
the incident (because of the shock to the economy). In this scenario, the incident positively impacts the
organisation by improving its readiness and resilience to the subsequent shock. The organisation is,
therefore, better prepared for the shock than it would have been without the incident. At face value, such
learning could be viewed as a ‘benefit’ of the cyber incident. Care, however, is needed in interpreting such
benefits. In measuring the cost of a cyber incident, consideration must be given to what could or should
have happened without the incident. If there was a lower-cost means for the organisation to have learnt
lessons, then this should be the relevant comparator.

To illustrate, Forecast C in Figure 2 depicts an outcome in which the organisation improved resilience by
implementing best practice guidance and learning from others. Under this scenario the organisation not
only avoids the negative impact of the cyber incident but also is better placed to cope with the external
shock. If it could reasonably have been expected for the organisation to have followed best practice,
then Forecast C is the relevant comparator. Again, we see that, on this criteria, the cyber incident has a
negative impact on the organisation. As this stylised example illustrates, care is needed in measuring the
costs and benefits that are attributable to the attack. To give a practical example: If, as a consequence
of an incident, an organisation migrates to the cloud and/or provides more staff training then these
should not be considered costs if the organisation should have been doing them anyway. Similarly,

if migration to the cloud and/or staff training increases productivity then these should also not be
considered benefits.

RISCS Cyber Risk Quantification Research Project: Standard Model for Costing Cyber Security Incidents



¢/RISCS

Forecasting what would or should have happened in the absence of an incident is complex. Large
organisations, however, routinely make medium to long-range forecasts on key business indicators

and so the ability should exist to do hypothetical comparators. Also, note that estimates of cost can be
updated with time and retrospective forecasting. This can improve estimates of, for instance, movements
in share price or sales relative to that of comparator firms in the market. It is not unreasonable, therefore,
to expect a model of costs to take account of opportunity cost. Markets can also provide a source of
quantifiable information on the impact of a cyber incident relative to expectations. To give a specific
example, if a firm is publicly listed, movements in that firm's share price can be used to infer the overall
financial impact of an incident.

This financial impact includes both direct financial costs in the form of reductions in current and expected
future profits, as well as indirect costs that ultimately have a financial implication for the firm, for
example, future regulatory fines or anticipated lawsuits associated with harm suffered by its employees
or customers. Tosun (2021) shows that an unanticipated cyber attack leads to higher trading volumes

in the affected firm'’s shares due to selling pressure that ultimately reduces stock returns. Incidents can
affect the targeted firm's strategies for up to five years after the attack, moreover. Interestingly, Tosun
(2021) shows that, while abnormal excess returns drop by 100 basis points for targeted firms at the event
date, the abnormal excess returns for (unaffected) control firms also drop, albeit by a lesser amount (60
basis points). This could be a consequence of the market perceiving those firms as being at increased risk
and may also reflect the indirect economic spillover effects discussed in Deliverable 2 of this project. For a
summary of related results, see Woods and B6hme (2021).

A further complexity in estimating the costs of a cyber incident is the consideration of intangible costs.
Many costs of a cyber incident are intangible, e.g., reputation loss and psychological harm to managers
and employees. It is essential that such costs should be accounted for. Fortunately, economics provides
a practical roadmap to how intangible costs can be quantified in financial terms. As an example, the
psychological harm from stress can be quantified by looking at sick leave and absence from the workplace
(Wolvetang et al. 2022). Similarly, reputation loss can be measured by looking at reactions in share prices
(Cannas et al. 2009, Tweneboah-Kodua et al. 2019) or increased interest rates from debt. The impact

of DDoS attacks can be measured by trade volume (Abhishta et al. 2019). Such methods are currently
underdeveloped in the analysis of cyber security incidents, so there is scope for more research exploring
ways to measure intangible costs. Put differently, there is a need to move beyond a taxonomy of cyber
harms and look to develop best practice methods of measuring the identified harms.

RISCS Cyber Risk Quantification Research Project: Standard Model for Costing Cyber Security Incidents
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An Overview of Approaches for
Assessing the Cost of Incidents

The expanding digital landscape has underscored the critical need for robust cybersecurity measures.
As cyber threats evolve and target interconnected systems, the complexity of assessing the financial
repercussions of security breaches increases. Traditional cost assessments, often rooted in probability-
based simulations, face challenges in accurately reflecting the multifaceted nature of cyber risks. These
simulations are a set of quantitative techniques that predict potential financial losses by calculating the
likelihood of various cybersecurity events and their respective impacts. They often rely on statistical
methods and risk analysis theories to forecast the fiscal consequences of cyber threats. They fail to
capture complex harms, which may lead to further financial losses due to indirect reputational factors or
long-term legal proceedings brought by customers and clients. They do, however, provide an effective
baseline cost representing the costs associated with interruption of business and breaches of policy (in
particular privacy regulations).

For example, Monte Carlo simulation (Linsmeier et al., 2000; Kavak et al., 2021), a widely used probability-
based technique, generates a range of possible outcomes for a given cyber threat by simulating the
random processes that could lead to that threat materialising and, subsequently, estimating the potential
costs. Each run of simulation, employing random sampling, yields a unique set of results due to the
inherent uncertainty and variability of cyber incidents. It provides, therefore, a way of generating different
forecasts, such as those in Figures 1 and 2. Over many runs, these simulations provide a distribution of
possible outcomes from which organisations can estimate the probability and impact of cyber incidents.
Woods et al. (2021), and Woods and Simpson (2018) highlight the use of such statistical models in
cybersecurity economics.

Despite the robustness of the Monte Carlo simulation, the technique is not without drawbacks. The
simulation’s reliability is contingent upon the quality and relevance of the historical data used. In
cybersecurity, where the threat landscape evolves rapidly, historical data may not adequately predict
future incidents. Emerging threats may not be represented in past data, and the complexity of

digital environments can introduce novel variables that challenge the accuracy of traditional models.
Furthermore, while these models provide a basic understanding of cybersecurity economics, they may
not fully account for the distinct characteristics of different business environments or adequately consider
the full spectrum of real-world cost factors. For instance, a financial institution that handles sensitive
customer data may face higher regulatory compliance costs post-breach than a manufacturing company,
which might face more significant operational disruptions and loss of proprietary information. Similarly,
a tech start-up with cloud-based assets has different security concerns and potential cost implications
compared to large companies with their own physical and digital infrastructures. Often, these models
don't account for the different risks each sector bears, nor do they fully address the various direct

and indirect costs stemming from cyber incidents. It's also important to consider the risk transfer - for
instance, cloud providers like AWS may have policies that do not take responsibility for data protection in
certain jurisdictions, leaving the risk with the user.

RISCS Cyber Risk Quantification Research Project: Standard Model for Costing Cyber Security Incidents
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As previewed in the previous section, determining the cost of a cyber incident accurately requires a
detailed breakdown of the cost components. Direct costs are immediately incurred following a cyber
incident, including forensic investigations, legal ramifications, and remediation efforts. Indirect costs,
often subtler and more protracted, involve organisational resources devoted to recovery efforts, such as
internal communications, account reinstatements, and operational inefficiencies. Perhaps most damaging
are the intangible costs, which manifest as diminished customer trust, erosion of brand reputation and
subsequent loss of revenue. Additionally, for many larger organisations, the interruption of business

may represent the most significant financial impact, potentially exceeding the costs of remediation itself
(Romanosky at al., 2016; Kamiya et al., 2021; Romanosky et al., 2019).

The Value at Risk (VaR) concept, established by Linsmeier et al. (2000), is well recognised in economics

as a framework for quantifying potential financial losses within a specific time frame and risk parameter.
VaR, a benchmark in economic disciplines and financial institutions, captures the essence of risk
measurement by estimating the maximum anticipated losses over a set period at a predetermined
confidence level (Amaya et al., 2015; Cabedo et al., 2003; Duffie et al., 1997). It is predicated on the notion
that by identifying and examining the critical variables affecting an asset’s value, one can estimate the
maximum potential loss for a designated period with a certain degree of confidence. This estimate is
intrinsically linked to a probability threshold—expressed as the firm’s potential loss over time ‘t’ with a
probability ‘p’ (Duffie et al., 1997; Guermat et al., 2002; Romanosky et al., 2016). VaR is typically computed
using one of three primary methods: historical simulation, which uses the statistical distributions of past
market changes; the delta-normal method, based on a presupposed multivariate normal distribution of
risk factors; and Monte Carlo simulations, which, like historical simulations, generate scenarios based on
probability distributions instead of relying solely on historical data (Linsmeier et al., 2000).

In stark contrast, the cyber domain is only beginning to fully integrate VaR into its risk assessment
frameworks. Traditional cybersecurity risk assessments usually concentrate on the specific types of
cyberattacks and their underlying motives, as depicted by the World Economic Forum and Deloitte
(2015). This narrow focus is broadening to include a more holistic perspective that addresses all threats—
adversarial and non-adversarial alike—as well as the assets at risk and their inherent vulnerabilities.
Contemporary sources, such as the NIST SP 800-37 Rev. 2, indicate a move towards integrating newer
risk quantification methods that align with current standards and practices in cybersecurity, reflecting a
bridge between academic insight and operational implementation (NIST 2018).

The World Economic Forum emphasises that a comprehensive cyber-risk model should incorporate the
assets at risk, the profiles of potential attackers, and system vulnerabilities to achieve a holistic loss
distribution that captures all potential threats (World Economic Forum and Deloitte, 2015). Such a model
would extend beyond merely tallying post-breach costs to proactively anticipating the financial impact
of cyber threats. While the Forum details the considerations for such a model, there remains an ongoing
debate within academic and professional circles over the most effective approach to its development.
Some propose that, in addition to traditional risk factors, the model should integrate controls as dynamic
variables that affect risk—such as intrusion detection systems, automated security patching, and
advanced encryption—which directly influence the likelihood and severity of threats materialising (Bbhme
et al., 2018; Eling et al., 2019). Alternatively, Erola et al. (2013) suggest data schemas that blend estimates
of digital assets’ value with classifications of cyber incidents (Ruan et al., 2017; Dieye et al., 2020),
advocating for a more detailed and data-centric approach to Cyber Value at Risk (CVaR).

RISCS Cyber Risk Quantification Research Project: Standard Model for Costing Cyber Security Incidents 12
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List of Models and Approaches

Value at Risk (VaR)
Cyber Value at Risk (Cyber VaR)

Historical Simulations
Delta-Normal Approach
Monte Carlo Simulations

Parametric Models

Exponentially Weighted
Moving Average (EWMA)

Generalized
Autoregressive Conditional
Heteroskedasticity (GARCH)

Actuarial Science Methods

Factor Analysis of Information
Risk (FAIR)

VERIS Community Database

Advisen Loss Dataset

Risk Management Solutions
(RMS) and Cambridge Centre
for Risk Studies Schema

Applied Insurance Research
(AIR) Schema

Description

A well-established method in finance, used to benchmark trading
portfolios and assess market risk exposure. Regulators also recognise VaR
as a quantitative measure for information disclosure.

It is an adaptation of VaR for the cyber domain. It estimates the maximum
potential loss an organisation could face over a specified period at a given
probability level.

Utilizes historical data to simulate past variations in asset values to identify
potential future fluctuations.

Presumes that risk factors follow a multivariate normal distribution and
calculates VaR based on the correlations among these factors.

Similar to historical simulations but employs generated scenarios informed
by probability distributions, not solely on past data.

Designed to account for market changes, predicated on assumptions of
normality, serial independence, non-linearity, skewness, kurtosis, and
volatility in variables.

Tackles scenarios where time-series data volatility impacts
VaR computations.

Addresses kurtosis irregularities within time-series data for more accurate
VaR estimation.

Applied to cyber-attack datasets to deduce VaR.

Incorporates Bayesian networks to model diverse loss distributions and the
dynamics between attackers and defenders.

Aims to document cyber incidents and their consequences
comprehensively.

Analogous to VERIS, compiles cyber incident data for analytical use.

Takes an insurer-centric view, correlating assets, controls, cyber harms,
and threats.

Offers asset options and considers data transfer and quality standards,
associating specific data with insurance policies.

Table 1: Summary of Existing Models and Approaches for Assessing Cyber Incident Costs

The burgeoning field of Cyber Value at Risk (CVaR) represents a significant shift in risk quantification,
capturing the maximum potential loss an organisation could face over a specified period due to a cyber
attack within a given probability threshold. CVaR is not a single estimate but a distribution considering
a range of potential outcomes and their respective probabilities. This approach recognises the entire
spectrum of risk rather than just the extremes.

RISCS Cyber Risk Quantification Research Project: Standard Model for Costing Cyber Security Incidents
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However, the transition from traditional VaR to CVaR is not simply a reapplication of financial concepts to
the realm of digital security; it is necessitated by the distinctive characteristics of cyber risks. Unlike static
market variables, cyber threats are dynamic, evolving rapidly, with new risks emerging before previous
ones are fully understood or even identified. As such, while traditional financial VaR models benefit from
historical market data, CVaR must contend with often less predictable and quantifiable factors (Orlando
et al., 2021; Erola et al. 2022; University of Oxford. 2020).

Erola et al. (2022) proposed a conceptual framework to calculate CVaR using Monte Carlo simulations,
enabling organisations to gauge residual risk from cyber incidents, even with existing security controls in
place. Key parameters utilised in their model to assess CVaR are outlined in Table 2. Their paper details the
successful application of this CVaR model in a real-world case study, demonstrating its efficacy in accurately
predicting financial losses from cyber incidents and aiding professionals in assessing the impact of security
measures and threat scenarios. However, the model’s effectiveness depends heavily on the availability and
quality of the input data, with noted limitations such as the need for more empirical data for ascertaining

threat probabilities and control effectiveness, alongside the preliminary reliance on external data sources.

These limitations underscore the urgent need for enhanced data collection and sharing practices within the
cybersecurity community to refine the model’s accuracy and practical application.

RISCS Cyber Risk Quantification Research Project: Standard Model for Costing Cyber Security Incidents
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Key Parameters

Assets
Threats
Controls
Harms

Harm Propagation
Probability Functions
Value at Risk

Monte Carlo Simulations

Loss Distributions

Effectiveness of Controls

Insurance Premiums

Description

The value of the assets at risk, which may include physical devices, data,
software, people, and organisational processes, requires an assessment
of their replacement or economic value to the organisation.

The likelihood of different cyber threats materialising, which target the
identified assets. This includes a detailed analysis of potential cyber-attacks
and their frequency.

The suite of risk controls in place to protect the assets reflects their associated
residual risk, encompassing the presence and effectiveness of these measures,
often categorized qualitatively (e.g., high, medium, low).

Types of losses from cyber threats, or cyber harms, include direct costs like
forensic investigations and remediation, as well as indirect costs such as
lost opportunities and reputational damage.

The model accounts for the interconnectedness of harms, recognizing how
one incident can catalyse further damage, thus amplifying the impact.

These are used to estimate the likelihood of occurrence and the
effectiveness of controls for each threat, control, and harm identified.

The model calculates the maximum potential loss an organisation could face
over a period due to a cyber-attack, quantified at a given probability level.

Employed by the model, these simulations generate a range of possible
outcomes for cyber threats by mimicking the random processes that could
lead to their realization.

Different probability distributions are used to estimate the CVaR,
significantly influencing the outcome based on the choice of distribution
(e.g., normal, log-normal).

Data on how effectively the controls mitigate risks is required, which could
come from historical performance data or industry benchmarks.

This considers information on past insurance claims and pricing to deduce
the potential costs associated with cyber incidents (Pal et al., 2017).

Table 2: Key parameters in the CVaR Model proposed by Erola et al. (2022)

Franco et al. (2024) recently proposed another approach, the Real Cyber Value at Risk (RCVaR), which
offers an economic estimation of potential financial losses from cyber incidents affecting various
companies. This estimation leverages data drawn from public cybersecurity industry reports published
by major consulting companies, such as Accenture (Bissell, K et al., 2019; Bissell K et al., 2021), IBM (IBM
Corporation., 2022), Ponemon Institute (Ponemon Institute LLC., 2012) and Kaspersky (Kaspersky Lab

ZAO., 2013.). The authors identified and summarised several significant cyber risk factors in Table 3 to aid

in estimating the costs associated with cyber incidents.

RISCS Cyber Risk Quantification Research Project: Standard Model for Costing Cyber Security Incidents
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Cyber Risk Factors

Industry Sector

Company Size

Geographic Location

Type of Cyber Incidents

Security Measures in Place

Number of Employees

Cloud Model

Employee Training

Percentage of Remote
Employees

Cyber Insurance

Multi-factor Authentication

and Identity Access
Management

Description

Different industries encounter varying levels and types of cyber threats
due to their unique operational practices, data sensitivities, and regulatory
environments, making the industry sector a significant determinantin
assessing the likelihood and potential impact of cyber incidents.

The size of a company, often gauged by revenue, employee count, or market
capitalisation, influences its cyber risk profile. While larger companies

may be more appealing targets for cybercriminals, they may also possess
stronger cybersecurity defences.

A company’s geographic location can impact its exposure to cyber risks,
influenced by regional variations in cyber threat landscapes, legal and
regulatory frameworks, and the prevalence of specific cyberattack types.

Various cyber incidents, such as data breaches, ransomware attacks, and
phishing scams, entail different cost implications, with the incident’s nature
significantly affecting the direct and indirect costs incurred.

An organisation’s cybersecurity measures and policies are crucial in risk
mitigation. Companies with sophisticated security technologies and
practices are likely to incur lower costs from cyber incidents.

A company's employee count may indicate the scale of its network and
potential attack surface, as well as the overall level of cybersecurity
awareness and training among the workforce.

A company's adoption of cloud services and the choice of cloud deployment
model—public, private, or hybrid—can shape its vulnerability to cyberattacks
and related costs.

Cybersecurity awareness and training programs for employees are pivotal
in reducing the risk of human-error-induced incidents, a notable cause of
many cyberattacks.

The rise in remote work has implications for a company’s cyber risk profile, as
a higher percentage of remote employees may introduce new vulnerabilities.

A company's cyber insurance coverage can significantly influence the financial
impact of a cyber incident, making it a critical factor in risk management.

Implementing multi-factor authentication and robust identity access
management systems can substantially lower the risk of unauthorised
access, thereby mitigating potential costs.

Table 3: Identify Key Risk Factors for Estimating the RCVaR Across Different Companies

Martin et al. (2018) present an alternative method for calculating the cost of cyber incidents, employing
actual cost data from an operational risk database, encompassing a wide array of cyber incidents,

not limited to data breaches. Similarly, Meurs et al. (2022) examined the payment and financial loss of
ransomware attacks based on data given to the Dutch police.

RISCS Cyber Risk Quantification Research Project: Standard Model for Costing Cyber Security Incidents
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A thorough review of various methods to assess cyber incident costs reveals that no singular model
provides an absolute solution, given the complex and evolving nature of cyber threats. Classical
approaches, including Monte Carlo simulations and other probability-based methods, have established
the foundational principles for the financial quantification of cyber risks. However, these models are
increasingly challenged by the rapid evolution and unique complexities of the cyber threat landscape,
leading to potential inaccuracies when relying solely on historical data. As we discuss shortly below, such
methods only capture some of the harms from cyber incidents.

The adaptation of Value at Risk (VaR) to Cyber Value at Risk (CVaR), and further to Real Cyber Value at
Risk (RCVaR), signifies a notable progression towards more sophisticated, forward-looking models

that aim to encapsulate the full spectrum of cyber risk factors. These models strive to rectify the
limitations of traditional simulations by considering a more comprehensive array of variables, including
industry-specific threats, organisational cybersecurity posture, and the swift evolution of cyber threats.
Additionally, the Factor Analysis of Information Risk (FAIR) model, incorporating Bayesian networks,
furnishes a refined framework to examine the interplay between attackers and defenders, heralding

a promising avenue for future research and application.

The FAIR approach, one of the most prominently referenced quantitative risk assessment frameworks
(see Deliverable 1 on cyber quantification systematic literature analysis). This methodology centers on
the assets susceptible to risk and delineates categories of threat communities, encompassing insiders,
cyber criminals, or malware. Attributes such as motivation, expertise, and potential collateral damage are
additionally factored into the analysis (Ekstedt et al. 2023). Figure 3 elucidates the sequential calculation
steps integral to the FAIR approach (Wang et al. 2020). Despite being among the methodologies that
emphasise risk assessment and quantification, boasting a high degree of comprehensiveness compared
to others (Wangen et al. 2018), this diagram underscores a fundamental challenge shared by many risk
assessment models: their reliance on historical data (Jouini and Rabai 2016).

Given the sequential nature of calculations within FAIR, inaccuracies at any stage can reverberate
throughout subsequent computations. A wealth of data is necessitated to ascertain parameters such as
loss frequency, event frequency, and loss magnitude. This entails comprehensive datasets encompassing
various threat categories, including malware, phishing, data breaches, DDoS attacks, zero-day exploits,
insider threats, ransomware, social engineering, and supply chain attacks. Moreover, data about financial
aspects are imperative, including fines associated with cyber incidents, expenses incurred for engaging
experts or legal counsel, data and hardware recovery costs, quantification of reputational damage, and
valuation of compromised data (Lee 2021). Additionally, insights into attacker motivation, recurrence
rates of subsequent attacks on the same target, and perpetrators’ post-ransom payment behavior are
invaluable for accurate risk assessment.
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Total Loss
(TL)
| LT=LP+LS
Primary Total Loss Secondary Total Loss
(LP) (LS)
A A
LP = Risk Aggregation (PLM * PLEF) LS = Risk Aggregation (SLM * SLEF)
Primary Loss Magnitude Primary Loss Event Frequency Secondary Loss Event Frequency Secondary Loss Magnitude
(PLM) (PLEF) (SLEF) (SLM)
* A
PLEF=TEF*V | SLEF = PLEF * CSL
Threat Event Frequency < Vulnerability Chance of Secondary Loss
TEF V) SL)
TEF = CF * PoA V=TCAP *RS
Contact Frequency Threat Capability
(CF) (TCAP)
Probability of Action Resistance Strength
(PoA) (RS)

Figure 3: Sequential calculation steps in FAIR

The current trend points to a hybrid approach that combines the strengths of various methodologies,
supplemented by rigorous data collection and sharing practices, to enhance the precision and utility of
cyber incident cost assessments. Models that factor in the unique attributes of each organisation, such
as asset value, industry sector, size, geographical location, and the type and effectiveness of security
measures, are emerging as the front-runners in this domain. We finish, however, by highlighting that
existing approaches are primarily focused on financial costs and so are not capturing many of the harms
we know are important in cyber incidents, most notably psychological costs. There is no reason why
approaches such as VaR could not incorporate psychological harms but that requires accurate data.

A danger with approaches such as VaR, therefore, is that they focus on costs, typically direct tangible
costs, for which there is more data available.
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The Pros and Cons of Quantifying Incidents

An essential component of cyber risk management involves determining the appropriate response to
identified risks and optimising the allocation of the organisation’s resources within this framework. A
pivotal tool in this endeavour is cost-benefit analysis, which requires the valuation of acceptable risks.
Individual risks are evaluated for this process, and determinations are made regarding the degree to which
they should be mitigated, eradicated, or accepted. Moreover, considerations extend to whether risks are
managed internally within the organisation, such as through investments in IT infrastructure or human
resources, or whether risk transfer mechanisms, such as cyber insurance, are employed. Accordingly,

a viable strategy may involve a blend of risk mitigation measures and insurance provisions aimed at
minimising risks to an acceptable threshold in a cost-effective manner (Gordon et al. 2003; Bandyopadhyay
and Mookerjee 2019).

As previously highlighted within the scope of this study, risk assessment methodologies are categorised
into qualitative and quantitative approaches. Qualitative methods facilitate the prioritisation of risks by
assigning weightings and utilising methodologies such as the Analytic Hierarchy Process (AHP) or other
Multi-Criteria Decision Making (MCDM) techniques. However, these methods do not yield quantifiable
values, thus complicating the integration of such assessments into cost-benefit analyses (Bhattacharjee

et al. 2013). Moreover, qualitative risk assessment models often yield subjective and variable outcomes
regarding potential losses, as they lack grounding in mathematical or statistical observations. Conversely,
quantitative risk assessment methods furnish an objective and consistent foundation for analysis, rendering
them particularly apt for incorporation into cost-benefit evaluations (Meriah and Rabai 2018). These
methods, however, rely on the accuracy of data.

At a more general level, in order to assess the advantages and disadvantages of costing cyber incidents, we
have to be clear about the scope of the quantification exercise that is being carried out. In particular, while
broadening the scope (quantifying a wider range of costs) can lead to new benefits, it may also generate
new limitations in terms of how accurately those costs can be measured. As discussed above, the costs that
may conceivably be included within the scope of the costing exercise differ in terms of:

The nature of the cost (financial, reputational, psychological, physical, etc.)

The bearer of the cost (the initial target, the Exchequer, a supplier of the target, a customer, an
employee, etc.)

The level of aggregation in terms of both:

The target of the attack: are we considering the cost of an incident at an individual firm or the
consequences of a sector-wide attack, and

The bearers of the associated costs: are we considering the impact of a given incident on one firm
or a sector, on one employee or a firm's IT department, on one customer or a market of consumers

The timeframe over which these costs accrue
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Itis also important to consider who the beneficiary or end user of the costing information is. This
beneficiary may differ from the firms/people who bear the costs in question. For example, a government
might be interested in the psychological harms suffered by a group of employees, and a firm might care
about the physical harm its employees suffer as a result of burnout (not least because some of these
physical costs might ultimately translate into financial costs for the firm, see below). The advantages and
disadvantages of costing incidents may differ, depending on who the end user is. For example, using
measures of accounting cost to quantify financial losses might be more useful for insurers than for firms
and other end users that may want to consider a wider notion of economic costs.

ADVANTAGES OF QUANTIFYING INCIDENTS

*  Quantifying cyber incidents provides an objective and comparable measure of the costs of cyber
breaches. This estimate should always be understood in terms of the scope of the quantification
exercise: it should be clear which costs are being estimated and which costs are not being considered.
Similarly, cost estimates should be clear in terms of their unit of measurement (cost in sterling per
incident, cost in sterling per year, cost in terms of days of sick leave by employees, etc.). This ensures
that comparisons are made only between cost estimates that are truly comparable.

*  Firms can benefit from costing cyber incidents to improve the quality of their decision making in
terms of which areas of vulnerability to focus on. Clear cost estimates can facilitate communication
with senior management, shareholders and others in the complex area of cyber-risk mitigation.
Quantifying costs can also help firms to assess the effectiveness of mitigation strategies in terms
of how much they reduce the costs of particular cyber attacks. Finally, costing cyber incidents may
confer a competitive advantage on firms by helping them to avoid business strategies that expose
them to excessive cost and by encouraging cybersecurity best practices that reduce their exposure
relative to rival firms (Amin 2019).

* In quantifying the financial cost of an incident, it is important for firms to consider hidden costs such
as increases in the cost of insurance, increases in their cost of capital, lost customer relationships
and losses of intellectual property (Deloitte 2016). It is also important to bear in mind that costs that
are initially non-financial in nature, e.g. psychological and physical costs suffered by employees and
customers, can translate into financial costs to the firm in the form of increased staff absence and
litigation. For clarity and comparability, any costing exercise should therefore be clear about the
scope of the financial costs that it is considering.

* Aggregating the financial costs of an incident across the economy can allow implications about
industry profitability (the tax base) and thereby predicted tax revenue to be derived. This aggregation
exercise must take care of the aggregation issues discussed in Deliverable 2 of this project, in
particular the fact that financial costs arising at one firm may be amplified or mitigated as the effects
of an attack spread through the economy.
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*  For governments and regulators, costing cyber incidents can allow for damages that extend
beyond the immediate financial harm of an incident to be quantified. While financial costs may be
most relevant to individual firms, from a societal point of view, a broader range of costs including
psychological costs, potentially arising over a longer timeframe, can be relevant. This includes
psychological costs that go beyond those that can ultimately be transferred to firms, moreover
(see previous point). Government and regulators may be particularly interested in costings at a
higher level of aggregation.

¢ Accurate cost estimates of an appropriate scope can allow cost-benefit analyses of new cybersecurity
programmes and initiatives to be carried out.

* If psychological and other costs are found to be important but are not fully incorporated in the
costing exercise carried out by firms, regulatory interventions to bring firms’ private cost estimates
more closely into line with society’s priorities could be explored.

*  For both firms and governments/regulators, developing clear and comparable costing methodologies
can reduce the reliance on cost estimates provided by vendors of security services and technologies,
which may overestimate the costs of cyber-incidents for strategic reasons (Woods and Béhme 2021).
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DISADVANTAGES OF QUANTIFYING INCIDENTS

The disadvantages of costing incidents arise as a result of technical and informational constraints that
mean accurate cost estimates may be difficult to obtain. There is likely to be a trade-off between the
scope of the costing exercise on the one hand and the accuracy and comparability of the results obtained,
as well as the administrative burden that implementing the costing model imposes on firms, on the other.
These considerations therefore influence the design of a standard model of costing incidents that we turn
to in the following section.

* Quantifying the cost of cyber incidents is likely to be simpler if attention is restricted to financial
costs. Even in this respect, there are several issues that need to be considered. These include the
distinction between accounting costs and economic costs. Accounting costs, as reflected in the
amortised book value of assets, for example, are simpler to obtain and may be particularly relevant
for insurance firms.

*  The concept of opportunity cost provides a broader notion of what constitutes relevant financial
costs in connection with a cyber incident. For example, if a firm needs to purchase new computers
as a result of a cyber attack, but was in the process of updating its computing infrastructure anyway,
the opportunity cost of the new computers should be negligible. As discussed above, measuring
opportunity costs is complex because it requires an assessment to be made of the possible courses
of action that could have been taken, had the incident in question not taken place. Managing the
comparability issues that can arise in connection with opportunity costs requires clear guidance to
be given to firms on how these costs should be measured (for example, this might require tangible
evidence about actions that were planned and approved before the incident took place).

*  The psychological and physical costs of an attack may be quantified, either in terms of their impact
on the individual(s), or in terms of their contribution to the overall financial costs suffered by a firm
(see above). In either case, care needs to be taken to measure these effects accurately. If we use
staff absences as our measure of psychological or physical ill health, for example, we need to know,
not only the number of recorded staff absences following an incident, but also the likely number of
absences that would have occurred without the cyber incident (in the counterfactual). In this way,
we can quantify the additional absences that are attributable to the incident in question. This can be
managed in practice by comparing observed staff absences with information on past staff absences
in a comparable period, for example. This should avoid the most significant measurement errors
without introducing excessive complexity.

*  Quantifying physical and psychological costs may require us to translate them into common units
of measurement (say sterling). This is especially true if these costs are being aggregated with
costs of another nature, e.g. financial costs, which are measured in sterling. This requires complex
assumptions to be made regarding the value of human health. It is notable that the NHS did not
calculate the total financial impact of cancelled appointments in connection with the 2017 WannaCry
attack (National Audit Office 2018). The same is true of press reporting into the costs of the 2020
attack on Hackney Council, which did not attempt to quantify the costs of disruptions to services
(UKAuthority 2022). Arguably, measuring psychological and physical costs should be easier if we are
considering their financial impact on the employing firm rather than on the affected individuals.
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°  The quantification exercise becomes more complex, the longer the timeframe over which relevant
costs are estimated. To quantify the longer term financial costs of an incident, for example, as
discussed above, we need to forecast the flow of profits after an incident has occurred and compare
these with the likely path that profits would have taken in the absence of the attack. Adopting an
upper limit on the timeframe within which costs should be estimated can mitigate these complexities
and promote the comparability of cost estimates. This approach can be justified since discounting
future costs by a suitable discount factor (interest rate) implies that future costs weigh less heavily
in today’s decision than do current costs. In practice, business forecasts that were made before the
incident took place should represent a useful snapshot of the likely counterfactual. These forecasts
can then be compared with updated predictions that are made after the incident.

* Asdiscussed above, behavioural and learning effects are relevant in costing incidents. While a given
cyber-breach might generate a cost for a firm, it may also generate behavioural changes that lead
to improved security practices and lower cyber costs in future. While this would tend to lower the
cost of cyber incidents, it is important to consider here the extent to which the behavioural changes
in question can be induced without a cyber-attack taking place. That is, to what extent is the benefit
attributable to the incident and not associated with a feasible, less harmful alternative? To avoid
excessive complexity in the costing exercise, these learning effects should be incorporated only
where there is no conceivable alternative policy or scenario that could have generated those benefits.

*  Firm behaviour is influenced by the market context. The incentives that firms face to adopt secure
behaviours and therefore the costs of an attack on those firms are influenced by the availability and
design of cyber-insurance contracts, for example. The standard moral hazard result predicts that
insured firms are less incentivised to protect against the costs of cyber-attacks, though empirical
evidence on this point is weak (Arce et al. 2024, Khalili et al. 2020, Woods and Moore 2020). The
standard adverse selection result predicts that only the highest risk firms will end up purchasing
insurance. Using incidence response panels that randomly assign incident-response service providers
to firms can mitigate the adverse selection problem by attracting policyholders with lower expected
losses, however (Arce et al. 2024).

°  The above complexities are likely to be exacerbated to the extent that we move beyond costing an
incident that has already occurred (backward-looking quantification) to costing future breaches
(forward-looking quantification). Nevertheless, many of the benefits associated with an improvement
in a firm's security practices or a new cybersecurity programme or policy are likely to arise in the form
of reductions in the expected cost of future incidents. Developing a clear approach to quantifying
past incidents is likely to be the most useful first step in quantifying future scenarios.
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Key Recommendations

Our key findings can be summarised:

1.

There exist evidence based taxonomies of cyber harms that provide a good framework for estimating the cost
of a cyber incident. Such taxonomies cover a wide range of costs including psychological and societal harms.

There are well established methods to estimate the costs of a cyber incident, using and building upon a value
at risk approach. It is not clear, however, to what extent such methods currently capture all of the harms from
an incident or take into account opportunity cost and attributable costs.

Building on existing approaches, particularly in terms of costing of intangible loss, we believe it is feasible
to develop a standard model of costing a cyber incident that would be applicable to most organisations and
types of cyber incident.

Our key recommendations for a standard model of costing a cyber incident can be summarised:

1.

A standard model needs to take into account the desired output of the user. For instance, the needs of a
business or insurer in costing an incident may be very different to those of a government department or
regulator. The scope of the costing exercise should be clear, e.g., whether social or spillover costs are included.

The model needs to take account of intangible as well as tangible costs, e.g., psychological costs to

staff impacted by the incident and loss of reputation to the firm.-Various economic approaches exist to
quantify intangibles, e.g. using loss of productivity and/or loss of staff time due to sickness as measures of
psychological impact.

The model should be clear and transparent in the assumptions used to cost the incident, e.g. discount rate,

calculation of downtime and calculation of staff time, as well as methods, e.g., accounting versus economic

cost. The model should be flexible to allow for different underlying assumptions, e.g., estimating the cost of
the incident for different values of the discount rate.

The model needs to recognise the long run costs of a cyber incident. The long run costs of an incident (e.g.,
reputation loss) are difficult to quantify in the short run. The model needs, therefore, to allow for updates
over time as new information becomes available.

The model should provide clear guidance on how to calculate the cost and, crucially, outline the data required
to input into the calculation exercise. The organisation should perform mock exercises to verify that they
would be in a position to capture the data required to calculate the cost of an attack. An evaluation of costs
needs to have input from across the organisation, including IT, finance, HR and senior management.

A cyber incident can have ‘benefits’ for an organisation, particularly in terms of ‘learning from experience’.
However, these benefits should typically not be included in a costing of the cyber incident. Instead, the notion
of opportunity cost should be invoked with a focus on attributable costs and whether the organisation could
have ‘learnt from experience’ without the attack. In most instances there are resources and information that
could have enabled the organisation to improve their cyber security and would have been less costly than a
cyber attack.

The model should reflect the resources and capabilities of the organisation to perform the exercise. For
example, a small businesses will have less capability to perform a complex costing exercise. Crucially, the
model should not seek simplification by narrowing scope because intangible losses (e.g., psychological stress)
are particularly relevant for small organisations. Instead, the model needs to provide sufficient guidance and
support to be simple to implement.
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