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Motivation and Background Concept of Labels

The Current State of the Art Existing Privacy Labels for IoT Devices

Aims and Objectives

The use of home IoT devices is becoming more prevalent 
daily. While these devices bring about new services, 
increase convenience, and improve efficiency, they also 
bring privacy and security risks.

To keep safe, consumers are usually expected to research 
the products they desire to own and the data practices of 
the companies that produce them. However, there is often 
little to no information for them to make informed decisions 
on what product to purchase or what security and privacy 
attributes they should look for when considering owning an 
IoT device.

Prior efforts have proposed privacy labels for IoT devices 
to address this gap. Privacy labels draw from food nutrition 
labelling systems aimed to improve the communication of 
privacy policies to users. Instead of just text, the types of 
data collected and the providers’ data sharing and 
processing practices are communicated to the user using 
icons and symbols to users. However, unlike the mobile 
application space, research focusing on security and 
privacy labels for IoT devices is still new and presents new 
challenges. For instance, device heterogeneity, multiple 
vendors are involved, labels may need to include more 
than just data practices, and providing accurate and up-to-
date info is convoluted.

Our overarching aim is to build on existing work and co-
create a security and privacy label framework for IoT 
devices with consumers and experts. Our key objectives 
are:

• To identify features, and content that should be 

considered and included in IoT security and privacy label 
framework. 


• Propose and evaluate a security and privacy label 
framework for IoT devices.
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