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REPHRAIN MAP

to establish a baseline of current state-of-the-art.

AIM

● a living resource (updated regularly)
● inspired by the Mitre ATT&CK framework 11 for technical cyber attacks
● (key distinction) the REPHRAIN Map is socio-technical
● Allow ability to drill down into advances that mitigate against particular harms.
● a barometer to evaluate the Centre’s progress with regards to the baseline

Features
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Our Approach

● Online forms
● Workshops
● One-on-One meetings
● Online searches
● Emails

Data Collection

Data Curation

Update Map

Phase 1: Scoping sessions

● Various scoping sessions with 

academia, industry, partners, and 

organisations

● Identified five key components

Phase 2: Design 

● Drafted visual designs

● Harm centric instead of project centric

Phase 3: Populating the MAP
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Current State

● Six (6) online harms
○ Disinformation

○ Surveillance

○ Online Child Sexual Abuse and Exploitation

○ Information Probing

○ Human trafficking

○ Inappropriate/non-consensual disclosure
Harm

Definition(s)

Research Gaps and Challenges

Current state of the art

Tools and Approaches

Projects

● Five (5) Components
○ Definition

■ Definition of online harm
○ Research Gaps and Challenges

■ List of identified gaps in literature
■ Existing Challenges addressing the harm 

○ Current State of the art
■ Existing literature on each harm

○ Tools and Approaches
■ Existing tools and REPHRAIN Initiatives

○ Projects
■ REPHRAIN Projects aiming to address the harm
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Demo!
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Upcoming Changes 

Landing page
● We will add a MAP description and rationale

Categories
● Explanations of the headings: 

○ Research and practical challenges,
○ State of the art, 
○ Bills, laws and regulations 

New harms and updated terminology 
● Human trafficking / modern day slavery
● Information probing and phishing
● Cyber bullying and harassment

Frontend design 
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Demo!
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Demo!
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Demo!
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Demo!
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Demo!
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Emily Johnstone and Emily Godwin

Mapping literature from REPHRAIN researchers!
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HARM 

METHODOLOGY

PLATFORM
TECHNOLOGY 

HARM TYPE

EXPLORATION
MITIGATION

TOOL

Our coding scheme
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1
EVOLVING LANDSCAPE
We anticipate new harms 

will be added to the map as 
research and technology 

develops.

2
DUAL-USE DILEMMA

Some tools mitigate against 
one harm but potentially 

lead to another.

3
OVERLAPS

Importance of using an 
iterative process to ensure 

categories are clear and 
distinct.

Challenges
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Future Plans

● Seamless approach to updating the MAP
○ Usability of updating and maintaining the MAP

● REPHRAIN researchers profiles to the MAP
○ Link Profiles to projects 

● Timeline
○ Expected outputs
○ Evolution of the MAP

● Podcast from experts
○ Audio and Video

● UX design
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All Hands Meeting Friday workshop

We want to test:

● New ways of visualising and categorising harms 
● A workflow to update and maintain the map
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Thank you!
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